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Chapter 1
Functional Safety of Automated Driving
Systems: Does ISO 26262 Meet the Challenges?

Helmut Martin', Kurt Tschabuschnig?, Olof Bridal’, Daniel Watzenig*

Abstract: Today’s innovative Automated Driving Systems (ADS) functions are
realised by highly interconnected and networking cyber-physical systems based on
existing Automated Driving Assistance Systems (ADAS). These interconnections
increase the complexity of so-called systems-of-systems, because automation re-
quires information and interaction with its environment. All possible interactions
must be known for the definition of the intended system behaviour in order to
identify any malfunctions of ADS, which may propagate over the system bounda-
ries and influence other systems to fail in a harmful way. Hidden links are able to
effect unwanted operational system states so that they can not be perceived as
failure modes. For that reason, functional safety is an important topic for reduction
of safety-critical risk to cause failures in complex automotive systems.

The chapter presented discusses the application of the automotive functional safe-
ty standard ISO 26262 in context of ADS. Following main topics are highlighted:
Complexity of automated driving systems, issues concerning availability and reli-
ability, importance of the concept phase and the role of the driver. Furthermore,
proposals are made on how to handle these challenges and for feasible enhance-
ments of the current ISO 26262 standard. Existing and promising methods are dis-
cussed that deal with the increasing complexity for the development of future
ADS.

Keywords: ADAS, automated driving, functional safety, fail-safe, fail-
operational, ISO 26262, safe state

1 Introduction

Science fiction stories about autonomous cars have inspired the imagination for
many years. In early 1980s the television series Knight Rider presented the self-
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driving and artificial intelligent car named K.I.T.T.5, and the slogan went, “Knight
Rider — A shadowy flight into the dangerous world of a man who does not exist”.
Techies of the time were fascinated by the possibility of a technology and imag-
ined that it would be possible to drive or simply travel in cars of the kind in the
near future. Today, some decades later, that vision is starting to be made a reality,
which will change and further influence the common understanding of the existing
human road mobility system. For the last 30 years, the main innovations of vehicle
technologies have been achieved by E/E systems in the automotive industry [1],
e.g. Anti-lock Braking System (ABS) in 1978, Electronic Stability Program (ESP)
in 1995 up to Collision Avoidance Systems in 2010 (see Figure 1).
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Figure 1: Evolution of advanced vehicle functions.

New generations of the Advanced Driving Assistance System (ADAS) are
more complex than ever before in two aspects: firstly from a technical point of
view in the context of the introduction of new technologies for implementing the
functions required. Secondly from an organizational point of view concerning the
whole supply chain including the suppliers involved for a different kinds of ser-
vices and products during the lifecycle of an automotive vehicle. In this chapter,
we will focus on the technical aspect as well as on the discussion about the chal-
lenges of automated driving functions and of how to apply the existing version of
the ISO 26262 [5] standard concerning automotive functional safety.

1.1 From Driver Assistance to Highly Automated Driving Sys-
tems

Today, almost every car on the market provides driver assistance systems (e.g.
Electronic Stability Control — ESC). For safety reasons, high-class vehicles are
equipped with various additional ADAS functions (e.g. Adaptive Cruise Control —
ACC). The introduction of such systems has helped to reduce the number of fatal
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accidents [7] [8]. However, more than 90 percent of accidents still occur as a re-
sult of human misbehaviour or mistakes. Thus, it is an important topic for the Eu-
ropean Union to reduce the number of human-caused accidents by introducing the
next generation of ADAS for our cars, which are referred to as Automated Driving
Systems (ADS).

The different definitions of driving automation for on-road vehicles by SAE in
the standard J3016 [3] and recommendations provided by BASt® and NHTSA” are
shown and compared with each other in Table 1. The comparison between the lev-
els proposed by the various standards/recommendations is possible up to the BASt
Level 4 “fully automated’ (see blue line in Table 1).

Table 1: Definition of SAE Driving Automation levels for on-road vehicles
and comparison with BASt and NHTSA [2].

Execution of Fallback | System
- steering and itoring of| il .
< acceleration/|  driving of dynamic | (driving | 5. | # 5
s Name Narrative definition deceleration | environment | driving task | modes) Eg 3
Human driver monitors the driving environment
No the full-ime performance by the human driver of all aspects of the dynamic driving iask, X . 5>
O | Automation even when enhanced by warning or intervention systems Human driver | Human driver | Human driver | n/a Es | °
the driving mude specific execution by a driver assistance system of E\(her Some -
Driver | steering or a n using about the driving Human driver ]
1| Assistance | and with the expectation that the human driver perform all remaining aspects of the | and system | UMM 0fiver | Human driver| - arvng {2 | 1
dynamic driving task
the driving mode-spedific execution hy one or more driver assistanoe systems of both s =
Partial | steering and ing about the driving environr ome | 38
2 | Automation | and with the expectation that the numan driver perform all remaining aspects of the System Human driver | Human criver rd"r:l;zg 5 § ?
dynamic driving task 2
Automated driving system (“system”) monitors the driving environment
Conditional | @ &/iving mod fi by an driving sysiem of all aspecis of Some .
3 on “‘“,"ﬂ the dynamic driving fask with the expectation that the human driver will respond System System |Humandriver| driving | && | 3
Automation appropriately 1o a request fo intervene modes T3
the driving mod ifi by an driving system of all aspects of Some 2
4 High the dynamic driving task, even if a human driver does not respond appropriately to a System System System ariving | 3
Automation request to intervene modes | 3
4
Full the full-time performance by an aufomated driving system of all aspects of the dynamic Al drivin
5 driving task under all roadway and enviranmental conditions that can be managed by a | System System System 9
Automation human driver modes

Evolution of driving systems (based on the definition by BASt / Lx...Level x):

LO. Driver only - Driver assistance comfort system (e.g. speed limiter)
Responsibility: Driver
Safe State: Driver always has control of the vehicle
L1. Assisted - Advanced driver assistance provides safety improvement, ADAS
supports the driver (e.g. EBA%, ACC, LKA?®)
Responsibility: Driver
Safe State: Driver takes over full control of the vehicle
L2. Partly automated - Driving system controls laterally and longitudinally for a
certain time in few situations (e.g. motorway assistant)

6 Germany Federal Highway Research Institute (BASt) — http://www.bast.de
7 US National Highway Traffic Safety Administration (NHTSA) — http://www.nhtsa.gov/
8 Emergency Brake Assist

% Lane Keeping Assist



Responsibility: Driver
Safe State: Driver takes over full control of the vehicle
L3. Highly automated - Driving system controls lateral and longitudinal move-
ment for a certain time in specific situations (e.g. motorway chauffeur)
Responsibility: Driver OR System
Safe State: Driver takes over full control of the vehicle within a specific
timeframe OR System has to control the vehicle in defined
driving situations, if the driver did not take over full control
L4. Fully automated — Driving system has complete control of lateral and longi-
tudinal movement within a specified situation of the application (e.g. motor-
way pilot)
Responsibility: System
Safe State: System controls the vehicle in some driving situations

In SAE J3016, the highest level is ‘Full Automation’, which means from our

perspective an autonomous vehicle that is able to drive without a driver. This level
is not reached in this chapter because this scenario is too far away from today’s
technical practice.
The role of the driver will continue to be important for the introduction of automa-
tion functions in vehicles over the next few years. For high levels of automation
the driver should not be required to cope with any critical driving situation. In
such cases, the ADS should be able to handle any kind of driving situation auton-
omously — but this is still a future perspective expected that is expected to become
reality around the years 2025-2035.

In the past, vehicle manufacturers realised their particular ADAS functions in-
dependently on a do it alone basis and using different OEM'-specific trade names
(e.g. Adaptive Cruise Control (ACC), Active Cruise Control (ACC), Cooperative
Adaptive Cruise (CACC), Distronic Plus). The function itself as well as the han-
dling and the user interaction typically slightly differed from each other to guaran-
tee OEM-specific originality. The levels of automation have to be harmonized for
the introduction of ADS functions, otherwise the driver will not be able to operate
different systems in the required way without training or a special extended driv-
ing license for automated vehicles as recommended by NHTSA [12]. One im-
portant aspect for handling the challenges is the standardization and harmonization
of ADS functions of all OEMs on the market. The standardization must include
not only the vehicle itself but also the overall aspects concerning the eco-system
that are required to realise ADS functions like infrastructure (e.g. map data) or en-
vironment (e.g. secure C2X!! communication). In aviation, the rulemaking adviso-
ry committee ARAC'? harmonizes all the aviation-specific standards (e.g. for sys-

19 Original Equipment Manufacturer

! Car-to-x means a communication between the car and any other external system,
e.g. other cars C2C or the infrastructure C21

12 Aviation Rulemaking Advisory Committee — http://avstop.com/legal/2.htm



tem failures, underdetermined air traffic situation and human factor faults). The
awareness of the need for such a rulemaking advisory committee for road vehicles
is also given in the automotive industry as an automated vehicle will not be a
closed system as was the situation in the past.

If we compare the situation of aviation with the road mobility standards concern-
ing safety, ISO 26262 today covers only a subset of those system safety regula-
tions. As an example, we wish to mention the interaction of ADS with the driver
in aspects such as warning of the driver, supporting the driver so that an appropri-
ate reaction can occur and feedback to the driver concerning his/her reaction. Only
if the reaction of the vehicle is clearly defined and the driver knows which actions
are carried out by the vehicle on its own, the right decision or reaction can be ex-
pected from the driver within a specific driving situation when needed.

1.2 Functional Safety according to 1SO 26262

Safety is one of the key issues of road vehicle development. New innovative ve-
hicle functionalities are not only introduced as driver assistance functions. Con-
cerning propulsion, vehicle dynamics control as well as active and passive safety
systems increasingly enter the domain of system safety engineering. Development
and integration of these functionalities will enforce the need for a serious consid-
eration of safety within the system development and the need to provide evidence
that all reasonable system safety objectives are reached [3].

There are different Levels of Safety (LoS) (see Figure 2):

LoS1. Safety with respect to product liability'? where safety aspects of any kind
must be covered in order to achieve the permission for the launch of a product
on a specific customer market (e.g. electrical safety of high voltage systems),

LoS2. Functional Safety with a cross-divisional view of any type of malfunction
in mechatronic systems (e.g. failure of a mechanical part that could lead to an
hazardous event),

LoS3. Functional Safety with emphasis on any kind of malfunction of electrical
and/or electronic (E/E) systems (e.g. failure within the hardware which must
be monitored and handled to achieve the safe state of a system). This means
for the automotive industry, the ISO 26262 standard has to be applied.

13 ¢.g. Austrian Federal Act - Governing the Liability for Defective Product/Product Liability [4]:

§5. (1) A product §5. (1) A product shall be deemed defective if it does not provide the safety which,
taking all circumstances into account, may be reasonably expected, in particular with respect to:
1.the presentation of the product; 2.the use to which it can reasonably be expected that the product

would be put; 3.the time when the product was put into circulation.



Safety according to
product liability
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Figure 2: Overview of different safety levels.

ISO 26262 “Road Vehicles — Functional Safety” is an automotive industry-
specific derivation of the generic industrial functional safety standard
IEC 61508 [6]. ISO 26262 was released in November 2011 as the state of the art
international standard for E/E systems in passenger cars. It provides a structured
and generic approach for the complete safety lifecycle of an automotive E/E sys-
tem, including design, development, production, service processes and decommis-
sioning. ISO 26262 defines the Automotive Safety Integrity Level (ASIL) as a
risk classification parameter for the safety-critical hazardous situation of an item'*.
This is an important parameter for all subsequent safety activities in the safety
lifecycle. The ASIL can be seen as a parameter that indicates a reduction of risk
requirement in order to achieve a tolerable risk level.

The overall systems engineering must cover all kinds of system properties such
as reliability, availability, maintainability, security and (functional) safety. Relia-
bility engineering is closely related to safety engineering and to system safety.
Both use common methods for their analyses and may require inputs from each
other. Reliability engineering typically focuses on costs through failure caused by
system downtime, cost of spares, repair equipment, personnel, and the cost of war-
ranty claims. Safety engineering normally does not emphasize costs, but rather the
preservation of life and nature. Therefore, it deals only with particular safety-
critical and dangerous system failure modes [11]. Safety and reliability are differ-
ent properties. A system can be reliable and unsafe while it can also be unsafe and
reliable (see Figure 3). Furthermore, in some cases, these properties even come in-
to conflict with each other. Leveson discusses this problem with very interesting
examples from the military as well as the avionic and chemical industries [13].

14 An item is a system or array of systems for implementing a function at vehicle level, to which
ISO 26262 is applied.
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Figure 3: Relation of unreliable and unsafe scenarios.

The ISO 26262 standard states “ISO 26262 does not address the nominal per-
formance of E/E systems, even if dedicated functional performance standards exist
for these systems (e.g. active and passive safety systems, brake systems, Adaptive
Cruise Control). ” ASIL is not a nominal performance metric for other system
properties (e.g. maintainability, reliability, availability) of ADS functions. Specific
metrics for other concerns need to be examined in certain analyses of the particu-
lar scope (e.g. Mean Time To Repair (MTTR) for maintainable systems).

The ISO 26262 standard provides guidance by introducing requirements and rec-
ommendations to reduce the risk of systematic development failures and to handle
the complexity of E/E systems. Nevertheless, compliance with the standard pre-
sents a significant challenge for companies, because ISO 26262 sets requirements
and recommendations but does not explicitly define how they should be imple-
mented in an efficient way in the context of a particular application. To implement
the requirements and recommendations of the ISO 26262 in a particular applica-
tion, expert knowledge in functional safety must create a thoughtfully argued and
documented interpretation of the ISO 26262 for the particular application.

ISO 26262 provides a systematic top-down engineering approach based on the V-
model'>. A specification starts from the system-of-systems (SoS) level down to the
sub-system and component level and subsequently to the implementation level of
hardware (HW) and software (SW) modules. After the implementation and verifi-
cation of HW and SW, the integration a bottom-up approach follows on at the
right side of the V-model: integration of HW and SW modules in components
(e.g. HW+SW in ECU), components in sub-systems (e.g. ECU in HV battery),
sub-systems to system (e.g. HV battery in powertrain), system in SoS (e.g. power-
train in vehicle).

2 General Challenges of ADS

Some challenges are particularly relevant for automated systems in general terms
(compared to ‘classic’ automotive electronic systems) and are related to complexi-
ty, availability and reliability. This section provides an overview of different kind

15 See definition at http://v-modell.iabg.de/v-modell-xt-html-english/index.html
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of challenges that must be investigated for the development of safety-critical as-
pects of ADS.

2.1 Increasing Complexity of ADS

A system can be described as an aggregation of elements or components con-
cerning their cooperation and interaction with others to function properly. Interac-
tions in a system are exchange processes between components realised by flow of
material, energy and information (component relationships). In the event of fail-
ure, the system should be able to react in a fault-tolerant manner, which means
that the system is able to trap a fault — “the system and its intended functions are
able to survive” [9].

Safety is a system property intended to avoid system faults or malfunctions
from causing any substantial damage (e.g. injuries to people or damage to the en-
vironment), which requires precise error detection. If an error is detected, the sys-
tem must switch into a passive safe state with the consequence that the system is
no longer available or reliable, but it is safe (failure integrity). The influence of
system attributes such as availability, reliability, safety, security'® must be harmo-
nised and a kind of trade-off is required, because the ADS can be safe but that
does not mean that the system is available or secure.

If a system is required to guarantee high availability and fail-operational char-
acteristics, the system architecture is expected to have higher complexity of im-
plemented functions. This means that the system grows in terms of the number of
components and the interactions between them. The effort involved for the addi-
tional system safety causes increasing complexity. In addition unexpected effects
arise when repetitive interactions are effected by increasing non-linear functions
between the components. The most important attributes [10] of complex systems
are:

e  Non-transparency — state, interconnection and behaviour of a system and its
components are only partly known,

e  Sensitivity — interference of results in case of unexpected input changes,

e Instability — smallest disturbances cause unknown, unwanted behaviour of
the system,

e Internal dynamics — continuous change of the system’s state by the system
itself without any external influence.

The mentioned attributes promote the appearance of additional faults and com-
plicates their identification. Despite simplest components and interactions, the
whole system generates forms, patterns and behaviour dynamics that could not be
derived from particular components. This property is referred to as emergence!’,
which arises from various signal feedbacks of the system components.

16 See also “dependability” — umbrella term to describe different quality attributes of a system.

17 Emergent entities (properties or substances) ‘arise’ out of more fundamental entities and yet
are ‘novel’ or ‘irreducible’ with respect to them [36].


http://www.dict.cc/englisch-deutsch/to+derive+from.html
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One popular development method is to abstract the reality, which means build-
ing a model to simplify or reduce the reality and capture the interesting major be-
haviour of the system. The state space of a model is always smaller than the state
space of the real world because not all parameters such as temperature and friction
that affect the components are considered. The synthesis of the component models
does not show all operating states or all linking conditions. In particular, undesira-
ble effects and hidden links could occur (see Figure 4).

Product
Level
Emergence
Hidden links |
System
Level
Component
Level

Figure 4: Latent linkages between system components and integration levels.

Unidentified coupling of components and over different integration levels may
lead to systematic faults during the modelling of the systems. These non-
transparency links and reactions to signals are the cause of unpleasant effects such
as emergence (spontaneous system behaviour caused by smallest state changes on
lowest level without direct derivation), common cause effects (single fault, cause
simultaneously multiple components failure), powered run away (activation of a
not provided function and are not designated in the conception or signal flow) and
hidden links (unwanted operation states in the system, not identified as failure). In
these cases, the system works incorrectly while a faulty state is not visible. That
could cause the loss of all safety reserves in the system. The implemented safety
mechanisms are ineffective and cannot be activated because the functional chain is
unknown. These non-transparency links must be discovered during the system de-
sign.

The mission of mastering complex systems is to control the above-mentioned im-
pacts in time and to prevent injurious effects. This could be done by a safe system
design and increasing system transparency. The quality, robustness and fault toler-
ance of the design depends on prediction potential of the applied development
procedure.
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2.2 Strict Requirements concerning Availability and Reliability
of ADS

A high degree of automation means that many - and potentially all - of the tasks
usually carried out by the driver will now be executed by control systems in such a
manner that the driver relies fully on the correct operation of these systems. The
unavailability of a function — for example the inability to perform automated brak-
ing or automated steering — is more critical when the driver is ‘not in the loop’
than it would be if the driver is ‘in the loop’. Regarding safety, it is generally con-
sidered as acceptable that a semi-autonomous function such as conventional cruise
control or adaptive cruise control is suddenly deactivated, provided the driver is
informed about the deactivation. The deactivation could be caused by a detected
error in the system, by the activation of a stability function such as ESP or ASR or
by some other triggering condition. The sudden loss of the vehicle’s ability to
drive autonomously, perhaps after several hours of fully autonomous driving,
would typically be considered highly critical concerning safety, even if the driver
is forced to take over control of the vehicle. In an extreme case, the vehicle con-
tinues to operate fully autonomously and to the extend that the driver does not
even has any possibility to take over control.

Thus, the closer we approach towards fully autonomous vehicles, the more im-
portant it becomes to ensure that automated functions are fully available. Classical
‘fail-safe’ design solutions that rely on deactivating a function and informing the
driver are no longer sufficient. Instead of fail-safe designs, fault-tolerant designs
will be needed so that functions remain operational even when a fault is encoun-
tered in the system.

In context of criticality of potential failures of functions for highly automated
driving, it is clear that systems providing the functions are able to significantly af-
fect the vehicle behaviour. Potential failures can cause very bad effects and highly
autonomous functions are, therefore typically associated with strict requirements
on safety integrity. However, it should be noted that many conventional systems
also require high levels of safety integrity, for example brake systems and steering
systems. So, this aspect is not a fundamental difference between ADS functions
and other vehicle functions. In general, automated functions tend to be associated
with stricter safety requirements.

3 Challenges to ADS concerning Functional Safety

For relatively high levels of automation (i.e. closer to ‘autonomous driving’ than
‘driver warning functions’), a complexity issue must be faced that makes the safe-
ty analysis more difficult than that of conventional systems. In a ‘classic’ vehicle,
the driver is responsible for coordinating all the vehicle functions (propulsion, de-
celeration, steering, headlamps, direction indicators etc.). In principle, this means
that each independent system function can be investigated separately with respect
to functional safety and taking into account the possibilities that exist for the driv-
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er to handle a particular malfunction of that vehicle function. But with higher de-
grees of automation, the driver is no longer the overall coordinator, which means
that any malfunction need to be handled by another function. In fact, the limits be-
tween these functions become blurred and difficult to define since the interaction
between the different functions grows is now more complex. The ISO 26262 ap-
proach of looking at one function (or ‘item’, which is the real or imagined system
that provides the function) at a time is less appropriate when the functions are
heavily dependent on each other. In the following section, more safety-related top-
ics will be discussed that must be taken into account for the engineering of ADS.

The innovations of today’s vehicles follow a continuing evolutionary approach.
The development of future technologies is based on existing automotive engineer-
ing best practices and does not only reuse the existing ones. Some of these evolu-
tionary aspects will be discussed in the following.

3.1 Vehicle Platform for Basic Driving Functions

Many of the current discussions on ADS are concerned with the functional level
to replace the single driver tasks by additional ADS functions. Further important
issues that need to be covered are the basic actuation functions, such as accelerat-
ing, braking and steering, to implement the required vehicle movement. For these
functions, today’s vehicles provide function-specific assistance for the human
driver through means such as force support in braking systems by a hydraulic or
an electro-mechanic brake. Systems for automated driving functions need to be
improved to support the fully required brake force without a human driver. Fur-
thermore, the safety concepts of existing systems must be updated because the
ECU (e.g. of the steering system) needs to detect any kind of malfunction and
their effects have to be mitigated, because without a driver the system has to
monitor, decide and react on its own. The steering system’s safety goal can be
formulated like, “Avoid the reversible and irreversible steering request from the
steering system affected by any of the involved E/E systems” (e.g. steering angle
sensor or ECU) [30]. The 3-Level Monitoring Concept (EGAS concept) provides
a possible technical solution, which is a standardized principle for safety designs
for vehicle engine controls published by German OEMs [31].

Future vehicle architectures will introduce new safety concepts in the automotive
industry (e.g. steer-by-wire systems will change safety concepts in contrast to the
systems nowadays). In the event of any fault, a deactivation in a fail-silent mode
as a safe state will not be possible (e.g. a fail-operational mode can be realised by
redundant system architecture). As a conclusion, it is obvious that the implementa-
tion of ADS functions in existing vehicle platforms cannot be seen as only add-
ons to existing functions. The overall safety concept of vehicles has to be updated
for upcoming requirements concerning fault-tolerant and fault-operational behav-
iour of highly automated vehicles.

Issue: Are existing vehicle platforms ready for ADS?
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3.2 From ADAS to ADS Functions

Today, ADAS functions are used as a basis for the realization of ADS functions.
However, these ADAS functions concern specific aspects of specific automotive
use regarding

e Scenarios: from simple to complex scenarios (e.g. from keeping a driving
distance by ACC on the Motorway to City Chauffeur at traffic crossing)
o Vehicle speed: from low to high speed (e.g. from Park Steering Assist to
High-speed Motorway Chauffeur)
e  Vehicle Safety Risk: from ‘normal’ to ‘low’ risk (e.g. from Emergency Brak-
ing Assist to Automated Driving on the Motorway)
The challenge is the combination and interaction of these basic functions. All
kinds of interactions between these basic functions need to be analysed and han-
dled in such manner that no unintended interactions concerning timing and value
could occur. Any kind of functional and technical interaction must be dealt with
during the system design phase.
Issue: Is reusing of existing ADAS possible?

3.3 Share of Sensors and Actuators

Different vehicle functions share the same sensors and actuators and all func-
tional and technical condition has to be met. Sensor signals and actuator command
signals may not be faulty in case of feature interaction and synchronization. In
many applications an adequate fusion of sensor data and a voter mechanism for
actuator command signals are required. In particular, any kind of unwanted inter-
actions has to be handled so that no hidden links could affect any malfunction be-
haviour.

Issue: Is the available technology sufficient and adequate for the required func-
tions?

3.4 From many ECUs to Host ECUs

Today, more and more functions of vehicles are implemented on existing single-
core ECUs. These existing technologies slowly reach their limits (e.g. clock fre-
quency, heat dissipation, size of gates). The following challenges approach is a
shift from single-core to multi-core ECUs, which means a shift from distributed
functions with many ECUs to a few multi-core host ECUs. The latter offer many
different functions, but this rather new technology also requires new safety fea-
tures. For safety-critical applications according to ISO 26262, these multi-core
ECUs with shared resources have to support specific safety measures in hardware
(e.g. use of lockstep core or memory protection). Furthermore, safety measures
have to be supported by the software and software engineering constrains. Real-
time (e.g. loads of cores), functional (e.g. sequences) and safety (e.g. spatial re-
dundancy) aspects have to be considered by the operating system and the applica-
tion software. Many new algorithms from different vendors have to be integrated
in these platforms, and coordination, configuration and documentation pose a fur-



14

ther challenge. All these aspects have to be compliant to ISO 26262 and require
safety evidence for the assessment of those applications.
Issue: Is new technology ready for safety-critical applications?

4 Importance of the Concept Phase

The concept phase defined in ISO 26262 focus on the functional abstraction of a
specific item by (1) definition of the item, (2) assessment of the potential risks of
that item by performing the Hazard Analysis and Risk Assessment (HARA), (3)
determination of the ASIL for each hazardous event, (4) definition of high-level
functional safety requirements as Safety Goals and (5) derivation of a Functional
Safety Concept (FSC), which covers all relevant safety measures to achieve func-
tional safety for the defined item. In the following, each of these activities is de-
scribed and relevant steps will be discussed in more detail.

4.1 [Item Definition

This activity covers the definition of the item, the required functionalities, the in-
tended behaviour, the interaction with other items/systems of the vehicle and the
interaction with the external environment of the vehicle. ISO 26262 is intended as
an automotive-specific functional safety standard and it should be usable for any
kind of E/E system in a vehicle. This can be slightly different when considered
beyond the scope of specific items. For example, if we compare a hybrid power-
train system component such as a high-voltage battery system with an automated
driving system for a Motorway Assistant (MWA): The MWA contains much more
complex and networked functionalities that must to be coordinated with external
items (e.g. other vehicles) and environmental systems (e.g. traffic signs) and fur-
thermore with vehicle internal functions related to fundamental vehicle platform
functions.

4.2 Hazard Analysis and Risk Assessment (HARA)

In the concept phase, the functional abstraction allows to have an abstract view of
the system. Functional safety concerns unintended behaviour of the item. Safety
analyses should be carried out in that phase to identify potential hazards of the
item (e.g. HAZOP'® or Concept FMEA') followed by risk assessment.

The following steps describe activities that need to be done during the HARA in-
cluding some proposed further extensions concerning ADS functions; these are
written in bold letters and described in more detail:

18 HAZard and OPerability study.
19 Failure Mode and Effects Analysis.
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Step 1: Elaboration of hazardous events

o Stepl.l: Driving scenarios by situation analysis
- Driving situation (e.g. maneuver at crossroads)
- Infrastructure (e.g. communication between car and environment)
- Environmental condition (e.g. weather)
- Operating mode of the vehicle (e.g. acceleration)
- Traffic participants involved (e.g. pedestrian)
- Driver presence (e.g. driver in the loop/or not)

o  Step 1.2: Hazard identification (e.g. by HAZOP)
- From malfunctions
- To malfunction behaviour
- To hazard

o Step 1.3: Derivation of hazardous events
- Combine driving situation with hazards
- Potential source of harm to specific group of traffic participants at

risk

Step 2: Classification of hazardous events
o Step 2.1: Severity classification
o Step 2.2: Exposure classification
o Step 2.3: Controllability classification

Driver presence and controllability classification. Each hazardous event is clas-
sified by the risk parameters severity (S), probability of exposure (E) and control-
lability (C) during the HARA. Parameter C denotes the estimation of controllabil-
ity of a hazardous event by the driver or other persons potentially at risk.
Controllability classes are CO to C3, where CO meaning “controllable in general”
and C3 meaning “difficult to control or uncontrollable.” In the specific context of
risk assessment for automated driving functions, the parameters depend on the role
of the driver within a specific driving situation, which is why an ASIL should be
determined for any potential hazardous event. For ADAS and partially automated
functions, the driver must always be able to take over control of the vehicle within
a defined reaction time. Concerning functionality, for highly or fully automated
functions, it is not required that the driver monitors the driving situation. Thus, it
might not be possible for the driver to consider any kind of controllability of the
vehicle. This may lead to a classification of C3, which would result in ASIL C/D?
worst case.

4.3 Determination of ASIL and Safety Goals

The next steps concern the rating of ASIL and the definition of safety goals:
Step 3: ASIL derived from risk parameters

20 Depending on the classification as S and/or E.
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o ASIL=f(S, E, C) based on ISO 26262, part 3, Table 4
Step 4: Elaboration of Safety Goals

o Formulation of Safety Goals

o Definition of Safety Goal attributes (c.g. Safe State)

Definition of Safety Goal attributes. A safety goal must be specified as a top-
level safety requirement. We want to avoid any unreasonable risk of a possible
hazardous event (e.g. “unwanted acceleration shall not occur”). Safety goals are
not expressed in terms of technological solutions but in terms of functional objec-
tives. If a safety goal can be attained by transitioning to, or by maintaining of one
or more safe states, then the corresponding safe state(s) shall be specified. Further
relevant parameters regarding a safety goal are safe state, Fault Tolerant Time In-
terval (FTTI)?!, Diagnostic Test Interval (DTI)?, Fault Reaction Time (FRT)? and
Safe Tolerance Time (STT)?* to maintain safe state before a possible hazard may
occur (see Figure 5).

FTTI= DTI + FRT + STT

The definition of these parameters is very important in case of FRT being re-
quired to have critical driving situations handled by the system or by the driver to
maintain the defined safe state (e.g. ADS function level 2 defines safe state as
“driver takes over control”).

Fautt /J Fautt Detection

Possible
Hazard
Normal Safe State
QOperation
T <=Diagnostic test Time
interval Fault Reaction T ime
Fault tolerant time interval

Figure 5: Fault Reaction Time and Fault Tolerant Time Interval [5].

21 Time span in which fault(s) can occur in a system before a hazardous event ([5], Part3, 1.45).
22 Amount of time in which a safety mechanism takes online diagnostic tests ([5], Part3, 1.26).
23 Time span between detecting a fault and reaching the safe state ([5], Part3, 1.44).

24 Amount of time between achieving the safe state before a hazard could occur.
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Further influences to define a safe state. The complexity of the driving situa-
tion must be considered for the definition of safe states. Another important re-
quirement in ISO 26262 concerning the safe state is “8.4.2.4 If a safe state cannot
be reached by a transition within an acceptable time interval, an emergency opera-
tion shall be specified. ”

Based on this requirement further constraints have to be taken into account:

e [tem Definition — provided functionality of ADS to maintain safe state (e.g.
low ADS level — only comfort functions vs. high ADS level — self-driving)

e Driver Presence — difference between driver in the loop or not (e.g. driver’s
hands on the steering wheel vs. checking e-mails at the touchscreen)

o System Availability — Possible or required degradation function depends on the
level of ADS and the driver reaction in case of malfunction

e Safe Place — reachable safe place depends on the current driving situation and
environmental conditions (e.g. safe state required during overtaking on the
third lane of the motorway)

o Safe State Scenario — accessible safe state in specific driving situations includ-
ing all constraints

An overview of different influences is given in Table 2.

Table 2: Overview of exemplary influences on the safe state.

Item LOW ADS MID ADS HIGH ADS
Definition
Driver YES YES NO NO
presence
System Deactivation Not . .
. . Availabl Auvailabl
Availability | not available available varable varapie
Safe Place Stop vehicle on Stop at the
the same lane rightmost lane
Safe State . . Vehicle must Vehicle must
. Driver must Driver must
Scenario stop at safe stop at safe
take over take over
place place

4.4 Functional Safety Concept (FSC)

The objective of the functional safety concept is to derive functional safety re-
quirements from the safety goals and to allocate them to preliminary architectural
elements of the item or to external measures.

The following aspects have to be addressed in FSC:
o  Error detection and failure mitigation

Transition to a safe state

Warning and degradation concept

Fault tolerance mechanisms

Error detection and driver warning

Arbitration logic

O O O O O
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The last three aspects will be discussed in the following in more detail:
Fault tolerance mechanisms means that a fault does not directly lead to the viola-
tion of the safety goal(s). The mechanism maintains the item in a safe state with or
without any kind of degradation.
Error detection and driver warning is important to reduce the risk exposure time
to an acceptable interval (e.g. engine malfunction indicator lamp, ABS fault warn-
ing lamp).
Arbitration logic is required to select the most appropriate control request from
multiple requests generated simultaneously by different functions and is particu-
larly important for the interacting functionalities of ADS.
However, not all of these aspects are always relevant for every system. Some sys-
tems do not offer any fault tolerance and some systems do not need any arbitration
logic. The relevant safety measures concerning error detection, driver warning and
transition to the safe state are important topics that must be considered in that
phase.

4.4.1 Examples of FSC for Different ADS Levels

Depending on the type and degree of automation, there are several different
strategies for ensuring safe operation despite faults in associated systems. This is
illustrated in Figure 6, which shows three potential event sequences unfolding af-
ter the occurrence of an error. From top to bottom, these can be described as fol-
lows:

An assisted or partially automated function can no longer be trusted to fully
function and as a consequence the driver is alerted to (re-)take control of the vehi-
cle. During and after the handover, the partially automated function is prevented
from working unsafely, perhaps by deactivating that function completely.

Example: Cruise control is deactivated due to a detected error. The driver is in-
formed and takes control of the longitudinal motion of the vehicle.

A highly or fully automated function determines that the driver needs to take
over due to a detected error. The driver is informed about the need for handover of
control. Due to the expected relatively long time for the handover, the automated
function needs to continue to operate fully or almost fully for some time.

Note: This means that the handover is initiated when the automated function is
still either fully, or almost fully operational.

Example: An autonomous driving system detects an error that indicates that an
additional (subsequent) fault may lead to unsafe system behaviour. The driver is
informed and takes control of the vehicle.

A fully automated function without any possibility for the driver to take over
control determines that the vehicle shall be stopped in a defined time interval to
avoid any hazardous event. As in the previous case, this means that the handover
is initiated when the automated function is still fully or almost fully operational.

Example: An autonomous driving system detects an error that indicates that an
additional (subsequent) fault may lead to unsafe system behaviour, so the auto-
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mated function brings the vehicle to a safe stop within a few minutes or possibly
seconds.

System has to maintain

SAFE condition for ~1-2s
before driver control

-1 FTTI >
Assisted, partially State; System has to maintain
automated H Driver take- operation for ~8-10s
i over control before driver control
i« FTTI -
\ : System has to maintain
’ SafeState: degraded operation until car
S Driver take- stopped in safe place
Highly /fully | [NStARANN | over control
H maintains
automated ; LT
; No Driver take-over:
: . . SafeState
: System in degraded operation
- FTTI » Time

Figure 6: Different concepts for transition to safe state.

For the second and the third case described above, i.e. in the lower part of Fig-
ure 6, it is shown that the automated function needs to be fully - or almost fully -
operational for several seconds after an error occurs. If there is no driver to take
over, the function has to remain operational, albeit potentially degraded, for sever-
al minutes. Thus, the implementation of such highly or fully automated functions
needs to be fault-tolerant in the sense that full or degraded functionality is possible
even when a fault occurs in the system.

4.4.2  Vital Role of the Driver in the FSC

ISO 26262 sets requirements concerning error detection, driver warning and re-
action of the driver. For today’s automotive E/E systems, the role of the driver can
be regarded as almost being covered in a cooperative manner. The driver must be
able to control the vehicle on every trip (in Europe see also: Vienna Convention).
By contrast, how the automated vehicles operate in a standardised way and how
safety-critical aspects should be handled in a standardised way is not defined.
Thus, the driver needs to be familiar with different specific automated driving sys-
tems because the behaviour vehicles may differ. The training of the driver is re-
quired for specific ADS functions to ensure the driver’s correct reaction within the
required reaction time.

An additional aspect that must be taken into account here, and this is the ‘habitua-
tion effect,” i.e. the introduction of ADAS and ADS functions will change the
driving experience and require different skills of the driver. In HARA, the parame-
ter C for controllability might change to ‘uncontrollable’. In the near future, a
driver may be unable to handle a critical vehicle situation without assistance sys-
tems within the required reaction time because of lack of experience. Special driv-
ing licenses for automated driving systems could be a possible scenario. However,
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they may not be accepted by customers who may hinder the introduction of such
systems.

At present we do not train drivers to be able to deal with either a total brake
failure or total loss of steering capabilities. Both braking and steering systems are
extremely safe and reliable as a result so that the drivers do not need to worry
about such problems at all. An alternative solution is simply to make the future
ADS so safe and reliable that the drivers can fully rely on them at all times.

5 Supporting Methods to Handle Complexity of ADS

The complexity of these safety-critical systems must be considered and nega-
tive effects need to be detected and mitigated by fault identification and fault miti-
gation techniques. Today, in the development of automotive electronic systems
there are established methods and technologies for safety activities available (e.g.
Safety analyses such as HARA for ASIL determination [5], Failure Mode and Ef-
fect Analysis (FMEA) [32], Fault Tree Analysis (FTA) [33]).

The available technologies that need to be improved and developed further for
their practical application in systems engineering:

e Formal/semiformal specifications by Model-Based Systems Engineering

e Formal verification by Contract-Based Design
e  Simulation and Co-Simulation

5.1 Model-Based Systems Engineering (MBSE)

The following definition of MBSE can be found in Friedentahl [34]:
“Model-based systems engineering (MBSE) applies systems modelling as part of
the systems engineering process ... to support analysis, specification, design, and
verification of the system being developed.”

The MBSE approach is a semiformal methodology to support engineers in the
specification phase with analysis of the system and reduction of reality to an ab-
stract model representation. The requirements for a specific level are defined and a
virtual solution for the system is elaborated and hierarchically divided into repre-
sentative components from system-of-systems, systems, sub-systems and compo-
nents. Models at a lower hierarchy level provide more specific details concerning
the realisation. During the modelling phase a separation of intended and unintend-
ed functions (= fault behaviour) is required, which is represented by specific func-
tional properties and safety-related properties of the system. The model-based en-
gineering approach is highly recommended by ISO 26262, part 6, for software
development at ASIL C and D. This approach should be enhanced for the system
level of such software-intensive systems. One of the major standardization work-
ing groups concering MBSE is the Object Management Group (OMG), which is
an international, open membership, not-for-profit technology standards consorti-
um. OMG Task Forces develop enterprise integration standards for a wide range
of technologies and industries. Various standardised general purpose modelling
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languages are available for the system level (e.g. SysML?», MARTE?*® or EAST
ADL?). These modelling languages have been elaborated, improved, applied and
evaluated by many EU research initiatives by academia, research and industry
partners. MBSE presents many possibilities for how to model a system through
the use of different modelling elements, but for practical application the reduction
of the number of elements to a subset and provision of guidance and modelling
constraints for engineers are requirements. A model-based systems engineering
method?® is a method that implements all or part of the systems engineering pro-
cess and produces a system model as one of its primary artifacts. A system model
provides the basis for specification of the intended behaviour of the system and is
further used for identification and derivation of error models. An error model han-
dles fault propagation over different hierarchy levels from singular components up
to hazards at vehicle level. Different safety analysis methods (e.g. FTA or FMEA)
can be supported by applying the error model. The output of the safety analysis
defines safety measures by safety requirements for mitigation of any potential
fault by detection, prevention, degradation or warning actions in the safety con-
cept. A possible approach for the automotive domain by using SysML is described
by Martin et al. in the SAE technical paper [16].

Biggs et al. [35] present a profile for a conceptional meta-model to cover rele-
vant aspects of system safety and describes safety stereotypes based on SysML
(e.g. Hazard, Harm, HarmContext,...). The profile models common safety con-
cepts from safety standards and safety analysis techniques. As a profile of SysML,
it can be used to directly model the safety-related information of a system in the
same model as that system’s design. Furthermore, the profile supports communi-
cation between safety engineers and system developers, in order to improve the
understanding on both sides of the risks a system is vulnerable to and the features
the system uses to mitigate those risks.

The MBSE approach by using SysML covers the following concerns [34]:

e Provide a common and standardized description language to improve the
communication between system engineers and engineers from other disci-
plines.

o Support of the performance of different kinds of checks of the system model for
the verification of specification rules (e.g. for the system design, to achieve
correctness and completeness).

25 Systems Modelling Language — http://www.omg.org/spec/SysML/.

26 Modelling and Analysis of Real Time and Embedded systems - http://www.omgmarte.org/.

27 Electronics Architecture and Software Technology — Architecture Description Language —
http://www.east-adl.info/.

28 A method is a set of related activities, techniques, conventions, representations, and artifacts that
implement one or more processes and is generally supported by a set of tools.


http://www.omg.org/spec/SysML/
http://www.omgmarte.org/
http://www.east-adl.info/
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o Improve the processing of the system modelling artefacts by using transfor-
mation of the system model to another description model and extension with
other relevant aspects (e.g. error modelling).

o Traceability of relevant safety artifacts is provided and so the change man-
agement and impact analysis of particular safety concerns is possible. A fur-
ther benefit of MBSE is the possible reuse of existing best practices by differ-
ent kinds of patterns for requirements definition, safety design and safety
argumentation.

5.2 Formal Verification by Contract-Based Design (CBD)

CBD is a formal method for specifying what a component/system is able to of-
fer (e.g. service, data, information, energy) for its environment by means of so-
called ‘guarantees’ and what a component/system requires (e.g. service, data, in-
formation, energy) from its environment by ‘assumptions’ [17]. Guarantees may
be the performance and restrictions of output interface/channels which are only
valid if all assumptions are confirmed. Assumptions defines the environmental
constrains for the input interface or channel of a system or component. The cou-
pling of software-intensive systems and their components is hard to handle. It is
difficult to handle all potential hidden links that could affect the safety of a sys-
tem. CBD is able to guarantee that the system model only engages defined system
states. By applying CBD, only specified system states are allowed and the cou-
pling and communication of systems is only permitted via defined and well-
known channels.

It is possible to provide patterns to assume and guarantee contracts which are
defined for different characteristic such as timing, safety, security etc., or patterns
that are formalised to be checked automatically. The sum of all the system patterns
defines all possible contracts.

CBD describes system components to be black boxes and defines their behav-
iour via interfaces with other system components. All kinds of dependability as-
pects are formulated as contracts; for example, timing (e.g. real-time contracts),
safety (e.g. ASIL x or reaction time), security (e.g. authentication certificates) and
are manageable by this means.

Different hierarchical levels of contracts are defined as follows, e.g.:
Contracts between different SW modules

Contracts between SW modules and HW components
Contracts between different HW components

Contracts between HW components and subsystems

CBD is able to coordinate interoperability and boundary limits of components and
services they provide and also data over different hierarchical organisations. By
modularization, it is possible to reduce the complexity of the components during
system design. Every component is described by a limited catalogue of properties
and constraints which establish safety. Conflicts between contracts are found very
easily by means of a consistency test, if all contracts are free of any contradictions.
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Satisfactory tests check whether the implementation of a component is consistent
with the contract. Adequate tooling support is now finally available today (e.g. for
model checking). Several publications discuss the use of contracts in context of
the requirements of the engineering and safety standards such as ISO 26262 [18].

A new methodology to support the development process of safety—critical sys-
tems with contracts is presented by Baumgart et al. [19]. They compared existing
meta—models also stating their short—comings in relation to their approach and
they introduced the semantic foundation of our meta—model. They described their
concepts of abstraction levels, perspectives, and viewpoints and provided a proof
of concept with exemplary use cases.

Westman et al. [20] shows that safety requirements can be characterized by
contracts for an item and its elements with guarantees that constitute the safety re-
quirements, by providing explicit requirements on their environments as assump-
tions. A contract therefore enriches a safety specification for an item/element by
explicitly declaring what each element/item expects from the environment to en-
sure that the safety requirements are satisfied. Furthermore, they showed that con-
sistency and completeness of safety requirements can be ensured through verify-
ing the dominance property of contracts.

Past and recent results as well as novel advances in the area of contracts theory
are presented by Benveniste et al. [37]. They show that contracts offer support to
certification by providing formal arguments that can assess and guarantee the
quality of a design throughout all design phases. Furthermore, they showed that
contracts can be used in any design process: Contracts provides an "orthogonal"
support for all methodologies and can be used in any flow as a supporting tech-
nology in composing and refining designs.

5.3  Simulation and Co-Simulation

Simulation methods are commonly used in the automotive industry where
complex embedded systems from different cooperative disciplines are referenced
to realise highly interdependent functions. In this context, simulation methods al-
low engineers to predict the behaviour of complex embedded systems without an
available prototype of the entire system. Complex systems like ADS require a data
structure that considers the behavioural interactions within the system because of
their multi-disciplinary nature. A combination of simulation and MBSE method-
ology supports modelling activities and improves the integration of simulation ac-
tivities in the design process. This combination supports a system presentation for
addressing the overall behavioural aspects of the product (multi-physics, local and
global behaviours) and thus considers several system levels.

The ISO 26262 standard recommends the use of simulation methods for verifi-
cation on different system integration levels (e.g. ISO 26262 part 3 for verification
of the controllability parameter of HARA [25]). For system design verification,
ISO 26262, part 4, Table 3 suggests simulation as a highly recommended method
and a technique for e.g. fault injection and back-to-back test for ASIL C and D.
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A model-based workflow for safety-critical embedded system is shown by
Karner et al. [15]. Their approach covers three main aspects during the develop-
ment of safety critical systems. Namely system modelling, system simulation and
system verification based on simulation. By using the Software Process Engineer-
ing Metamodel (SPEM), the workflow is defined in a consistent and seamless
way, allowing continuity from preliminary concepts up to the final system verifi-
cation report. Aligned with requirements given by ISO 26262, the demonstrated
workflow enables safety verification at system level during an early stage of de-
velopment by using modelling and simulation.

A system modelling based approach for the integration and test of automotive
embedded systems is proposed by Krammer et al. [14]. A V-model is introduced,
targeting process oriented needs for safety and indicates where modelling lan-
guages in favour can be applied best. To establish a link between safety goals and
the structure of simulation models, the initial model is enriched with necessary in-
formation and transformed to a language suitable for advanced simulation tasks.
SystemC has the capabilities to support this approach for hardware and software
even-handedly. The integration of SystemC into a co-simulation environment also
enables the usage of external simulation models within the proposed architecture.
The proposed system modelling based approach enables safety verification and
validation at an early stage of development.

Graignic et al. [21] propose a software framework based on a data model that
manages complex system structures. This data model structures behavioural in-
formation that considers three major interactions: interactions between compo-
nents simulation models, interactions considering multi-level behaviours (e.g. use
of components simulation for a module simulation) and interactions between do-
main behaviours (e.g. thermal impact on mechanical components) in a so-called
co-simulation environment. Such methods can be used to perform early validation
of the specifications by the MBSE approach to provide early validation feedback
of adequate safety measures.

In the context of automated driving, different aspects beyond embedded sys-
tems behaviour are simulated such as the interaction of a vehicle with its environ-
ment, other vehicles or systems (e.g. Simulation of Urban MObility - SUMO [22]
[23]) or the interaction of a vehicle with a driver, the interaction of vehicle subsys-
tems for dynamic proof of a specified behaviour of systems and components [24].

6 Further Safety-Related Topics

In the following section, more safety-related topics will be discussed that must be
taken into account for the engineering of ADS.

6.1 Influence of Security on Safety functions

One objective of system development is to ensure ‘freedom of unreasonable
risks’ in any operational condition. This objective has different meanings depend-
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ing on whether safety or security aspects are considered. From the safety point of
view the risk to the environment arising from inside of the system must be mini-
mized (and this apart from a system including humans). This can result in a tech-
nical failure in the system, for example fire hazard due to a high-voltage battery
system of an electric vehicle or an accident because of an unintended acceleration
of the ADS. Regarding security, potential threats to the system through the envi-
ronment, which could result from intentional manipulations, e.g. a hacker attack,
must be minimised. While the term safety represents the system view on any po-
tential hazards of the system to the world outside, security concerns by contrast
the aspects from the outside world to inside the vehicle and the influence on the
vehicle internal systems. The goal of security measures is to protect the system
from unauthorised use and manipulation (hacker, low-cost spare parts etc.). The
discipline of security in the automotive industry concerns the growth in vehicle
functions and the innovation potentials in the networking of vehicles with the en-
vironment (e.g. other cars) or Internet of Things (e.g. cloud services). The particu-
lar challenge on the one hand is the linking of the two disciplines safety and secu-
rity for utilising synergies and on the other hand the prevention of conflicting
effects. Different motivations for unauthorised access scenarios in vehicles are
possible [29]:

e  Manipulation of the vehicle and its components as well as the corruption or
deactivation of vehicle functions — attacking of ‘availability of a service’
(e.g. change of torque limits of the electric machine that could damage the
powertrain)

e Vehicle tuning by changing functional properties — attacking of ‘functional
integrity’ (e.g. chip tuning, manipulation of the speedometer or deactivation
of warning messages)

e Illegal attempts to obtain personal data — attacks on ‘personal integrity’ (e.g.
the driving behaviour of the user, preferences for shops, restaurants or hotels)

ISO 26262 provides guidance for automotive development process issues concern-
ing functional safety lifecycles. However, a process for security concerns is not
state of practice for automotive engineering. Many similarities exist between safe-
ty and security on a common abstraction level and it would appear to be useful to
interweave ISO 26262 development processes with security concerns. After defin-
ing a security item, the result of these considerations could be the consideration of
security risks and the preparation of hazard analyses. Security goals with corre-
sponding security measures can, hence, be derived from the analyses. After system
design, verification and validation, a joint assessment should take place to rate the
functional safety level reached according to ISO 26262 and any safety threat on
the security side. Based on the similarities of these two disciplines, it would ap-
pear to be wise and necessary to expand the ISO 26262 framework by aspects of
security topics. The extend to which these suggestions or other methods are expe-
dient will be established in the course of an ongoing discussion in different stand-
ardisation communities [29].
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6.2 Liability of ADS

Liability is a crucial topic in the context of future automated vehicles because
legal authorities need an answer to the question, “Who was responsible?” in case
of an accident.

Different responsibilities can be found under to law [26], e.g.:

o Liability of the vehicle keeper: Any operational risk in connection with an au-
tomobile is born by the vehicle keeper — ADS will not change the liability for the
operation of automatic systems in motor vehicles.

o Liability of the driver: In damage event a fault of the driver is legally assumed
(under civil law) until proof of the contrary is provided. In case of a fault of the
ADS, the driver still has the option to insist on proof of exoneration.

o Motor vehicle liability insurance: If a harmed third party raises claims against
vehicle keepers or drivers, they will be covered by the insurance — ADS will not
cause any relevant change of the liability principles of the motor vehicle liability
insurance.

o Product liability of the manufacturer: The OEM is liable if a defective product
was brought to the market being subject to product liability. The OEM must pro-
vide evidence that the product was not defective and did not cause damage. The
drivers must be instructed carefully in order to reasonably influence their expec-
tations about the system’s capabilities and to encourage drivers to perform any
necessary overriding functions. The safety of the system design is closely linked
to the instructions given to the driver.

o Liability of the infrastructure: Future highly and fully automated vehicle func-
tions will require precise data. These data will refer to local conditions too and
will require a time stamp. The vehicle infrastructure should be able to provide all
necessary information and is also liable for safe and secure functionality.

Ethical aspects will also play a role. In complex driving situations, events may
occur that are difficult to handle by human drivers and that could lead to so-called
‘dilemma situations’. Sometimes, it is not possible to manage critical situations
without harm any people. Thus, a decision has to be made to determine the mini-
mum of harm. A decision between “plague or cholera?” is a difficult one for hu-
mans to make, but it is even more difficult for machines. Future highly and fully
automated systems will need certain risk determination algorithms that can rise to
situations of this kind.

For this reason an ‘event data recorder’ in the vehicles will be a requirement for
recording relevant information about crashes or accidents. Information from these
devices is collected and analysed after a crash to help in determining exactly what
happened. This will be similar to the ‘black box’ found in airplanes, which records
all critical data in the course of a flight. Further research is needed for the assess-
ment and classification according to the level of abstraction and degree of automa-
tion for a standardized definition and understanding.


https://en.wikipedia.org/wiki/Car_accident
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6.3 Validation of ADS Functions

Systematic testing methods are very important for the validation of ADS func-
tions (e.g. concerning safety aspects). For such complex systems, test methods
must comprise a combination of simulation and real-world testing for different
levels of integration like xiL (x in the loop) and model/software/processor/hard-
ware/vehicle in the loop approaches. The most widely used approaches for the val-
idation of driving functions are based on the V-model, endurance testing, xiL test-
ing, open-loop offline perceptions tests, ‘Trojan horse’ tests, stepped implementa-
tion tests, complex tests and so on. All these testing methods have different
potentials and disadvantages, for example ‘Trojan horse’ tests are functional tests
without hazardous effects in serial cars [27].

A further issue of ADS functions is that a strategy for safety confirmation cannot
be implemented because a malfunction mechanism cannot be caused by the func-
tion but by decisions of the system. Although a test is able to characterize safety-
relevant system states. There could be system reactions during automated driving
situation where the decisions cannot be affected by the ego-vehicle alone. The ac-
tions and reactions of other road users must be anticipated, but a one hundred per
cent expectation cannot be ensured. Adequacy here cannot yet be reached on basis
of road user reaction models. The system reaction is going to be probabilistic and
the decision on accuracy will become time-dependent and ascertainable only in
simple situations. The first development of automated function was concentrated
on technology goals. But without appropriate validation steps for safety-critical
automated functions the vehicles cannot hope to be established on the consumer
market.

7 Conclusion

The ISO 26262 standard is intended to be an automotive functional safety standard
for handling hazards caused by malfunctioning behaviour of E/E safety related
systems including interaction of these systems. It does not address the nominal
performance of E/E systems such as powertrain control or any kind of ADAS. For
this reason the ISO standard is also applicable to any level of automated driving.
But the complexity of such systems is much higher than today’s engineers are
used to deal with, because of the high degree of networking functionalities that
must be handled. Different kinds of challenges must be considered to realise ADS
functions in an adequate manner. Following challenges were discussed in this
chapter: Increasing complexity of highly interconnected functions and influence of
system attributes, such as availability, reliability, safety, and security must be
harmonised.

The concept phase of ISO 26262 becomes more important for ADS functions
because the development of ADS requires the engineering approaches and tech-
nologies beyond state of the art. In particular, influence of the driver in the
HARA, definition of safety goals and corresponding attributes for specific levels
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of ADS (e.g. safe state) as well as the changes of the functional safety concept
from fail-safe to fail-operational strategies.

Today, several methods are available to support complex systems but they must
be improved for the development of ADS. Possible technologies were discussed to
handle the increasing complexity: Model-Based Systems Engineering, formal ver-
ification by contract based development, as well as simulation and co-simulation.
Which of those methods are adequate and applicable to meet a specific safety-
critical demand still has to be defined and argued in the individual safety cases
with respect to the specific context.

An enhancement of ISO 26262 that provides guidance for handling such highly
complex systems would be useful. In the near future, that kind of application-
specific guidance has to be discussed within the working group of ISO 26262 for
the up-coming enhancement of the standard. This enhancement should be included
in the upcoming revision of the standard which is scheduled to be released by the
beginning of 2018. In particular part 3 of the standard needs additional guidance to
classify hazardous events during the Hazard Analysis and Risk Assessment to de-
termine the ASIL and the system level activities to handle highly networked sys-
tems.
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